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ABSTRACT

Digitalization in the agricultural supply chain is increasingly developing and contributing to
increasing the agricultural sector's efficiency, transparency, and competitiveness. This study
aims to map digital technologies that have been applied in the agricultural supply chain and
identify risks that may arise from their implementation. Using the Systematic Literature
Review (SLR) method based on the PRISMA approach, this study analyzed 114 articles from
various relevant academic sources. The results of the studies show that blockchain technology,
the Internet of Things (IoT), and digital platforms are the most widely used technologies in
various agribusiness subsystems, including production, processing, distribution, and
marketing. Various risks must be anticipated, such as technical risks (cyber attacks and system
failures), regulatory risks (differences in policies between countries), and cultural risks (loss of
traditional agricultural methods). The results of this study are expected to be a reference for
policymakers and academics in developing sustainable agricultural supply chain digitalization
strategies.
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INTRODUCTION

The development of digital technology has penetrated various sectors, including agriculture.
The digitalization of the agricultural supply chain changes traditional practices to digital
businesses. Digitalization changes business models or provides new business models that have
the potential to generate new Jurnal Ekonomi dan Pembangunan, Volume 33 No. 1 Tahun 2025, hlm. 1-23 -
(DSN) is a new supply chain terminology that is interconnected between each point so that it
has the potential for greater interaction and connectivity (Mussomeli et al., 2016).

The integration of digital technology by stakeholders can optimize operations from farm
to consumer (Ginige, et al., 2024). Currently, t he integration of technology into the agricultural
system is expected to overcome various existing challenges such as climate change, increasing
global food demand, and supply chain inefficiencies. Food traceability is also becoming
increasingly important and a fundamental requirement for agriculture product in the future
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(Conti, 2022; Latino et al., 2022). Therefore, digital technology has an important value in
improving the efficiency of the agricultural product supply chain, which can contribute to
overcoming the challenges of food security, transparency, competitiveness of the farming
industry, and sustainability (Chakraborty & Das, 2024; Liu, 2023). Supply chain digitalization
can be a solution by optimizing upstream-to-downstream management, increasing traceability,
and reducing operational inefficiencies.

Literature reviews related to the application of digital technology in agricultural supply
chains have been widely studied from a specific technological perspective. However, studies
that comprehensively map various digital technologies in all agribusiness subsystems while
expanding the risks of their application are still minimal. This is an important gap because in
many developing countries such as Indonesia, the application of agricultural digitalization is
still low due to the limited quality of human resources and supporting infrastructure. Inadequate
digital infrastructure hinders farmers and agribusiness actors' adoption of new technologies,
especially considering the still weak technological literacy and network infrastructure in remote
areas. These problems emphasize that comprehensive research on the application of digital
technology and its risks in the context of agribusiness is urgently needed.

This article will map digital technologies that have been applied to agricultural supply
chains in various countries, then classify them based on their implementation in each link in
the agricultural supply chain, as well as the risks of applying digital technology to the
agricultural supply chain. The findings of this analysis are expected to be a reference for future
research or policy formulation in designing a sustainable agricultural supply chain
digitalization strategy so that it can support the equitable distribution of digital technology
benefits for farmers while complementing previous literature by providing a comprehensive
study that has not been available in previous studies. State the study gap or research problem,
the importance/urgency of studying/researching this topic, and the academic contribution of
the research.

LITERATURE REVIEW

The agricultural supply chain includes a series of processes starting from the production stage,
processing, distribution, and marketing of agricultural products. The supply chain network
requires strategic collaboration between various actors to improve the efficiency, quality, and
product sustainability. In the supply chain, several actors work together and maintain their
respective identities and autonomy. The supply chain development framework includes four
main elements, namely network structure, business process chain, network management, and
resource chain (Van Der Vorst, 2006).

In the agricultural supply chain, there is a value chain flow that plays an important role
in generating economic benefits from the agricultural product value chain. The agricultural
value chain flow includes products, information, and knowledge between smallholders and
farmers. This flow also helps detect added value from each stage of the marketing, production,
and consumption process (Wei, 2021). No less important is supply chain management. Supply
chain management (SCM) is the management of processes that transform new raw materials
into finished products. Agricultural commodities produced must go through a series of
processes. Supply chain management is responsible for the efficient production and supply of
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products from the farm level to the consumer to reliably meet consumer needs in terms of
quantity, quality, and price (Prazaath & Beula, 2020).

Digitalization is defined as the use of digital technology intended to change business
models or provide new business models that have the potential to generate new revenue and
value (O’Leary, 2022). The application of digital technology in the agricultural supply chain
can integrate data from various stages and ultimately improve coordination and assist in the
decision-making process. The digital supply chain can include three dimensions of production,
namely vertical and horizontal integration within groups in the chain, product life cycle
integration, and digital engineering activities throughout the value chain of a product and its
related activities (Syromyatnikov et al., 2020).

RESEARCH METHOD

This study uses the Systematic Literature Review (SLR) method with the Preferred Reporting
Items for Systematic Reviews and Meta-analyses (PRISMA) approach. The PRISMA method
was chosen because it has a systematic, transparent, and replicable framework, which
distinguishes it from other SLR approaches. PRISMA uses a clear and systematic flowchart to
report the process of searching, selecting, and excluding articles. This helps minimize
subjective bias in selecting articles. The limitation of this method is that it takes a long time to
systematically screen and evaluate hundreds or even thousands of articles. PRISMA only
organizes articles collected and reported and performs content or data analysis.

There are five stages used to conduct a literature review using the PRISMA approach,
namely defining eligibility criteria, defining information sources, selecting literature, collecting
data, and selecting data items. Article search via Scopus with the keywords *agriculture AND
digital AND supply AND chain* and found 462 documents. The search results were filtered
with five criteria, namely the type of document selected was only an article published in 2019-
2024, the type of journal article and conference proceedings, the publication stage was final
and the language used was English. At this filtering stage, 243 documents were obtained. In
the next stage, articles were selected based on their suitability to the topic based on the title,
abstract, and existing keywords, and 174 documents were obtained. Based on this data, a search
for available documents that can be downloaded was obtained, and 119 documents were
obtained. The last stage was to check the suitability of the contents of the article with the topic
and 114 appropriate documents were obtained. In summary, the stages of PRISMA are as
follows.
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Figure 1. Systematic Literatur Review Stages

The articles are then mapped to see what technologies have been applied in the
agricultural sector based on subsystems, what technologies are most widely used, which
countries are studied in the articles, and what risks arise from the application of technology in

this agricultural sector.

RESULTS AND DISCUSSION

Article data obtained from the results of the Scopus search amounted to 462 documents.
Articles related to Agriculture, Digital, and Supply Chain were collected in the last 6 years,
namely from 2019 to 2024. Judging from the trend, articles on this topic were most widely
published in 2022. This shows that this topic is interesting to study by researchers and
academics, although in 2023 and 2024 the number decreased. The downward trend in 2023
may occur because the focus of researchers and academics has shifted to new topics or
derivatives of newer digital technologies. The downward trend in 2024 is because data
collection was carried out in August 2024. Not only is it increasingly interesting to study but

also the application of technology to the supply chain in agriculture is increasingly being
applied by people in various countries. This shows that the increasing use of technology in
agriculture can increase the competitiveness of the agricultural sector.
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Figure 2. Year of Article Publication

Based on the scientific subject area, these articles mostly come from the fields of
computer science and engineering. These two scientific fields are closely related to digital
technology. In third and subsequent positions are the fields of agriculture and biology, social
sciences, decision sciences, environmental sciences, mathematics, business and management,
and energy. This also shows that the agricultural is a strategic sector that receives attention
from various scientific fields. Especially related to the development of technology applied in
the agricultural sector.
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Figure 3. Subject Area Article

Technology Mapping
Agriculture is divided into several subsystems that are integrated and support agricultural

activities, starting from the upstream subsystem, production subsystem, downstream
subsystem, and supporting subsystem. The performance of each subsystem will influence each

Page | 5



Jurnal Ekonomi dan Pembangunan, Volume 33 No. 1 Tahun 2025, hlm. 1-23

other so that the sustainability and efficiency of agribusiness require good synergy between all
subsystems. Technological transformation in the agricultural subsystem can support increased
efficiency, reduce risk, and create added value at every stage of the agricultural system. Based
on the results of the SLR, digital technology that has been applied in the agricultural sector can
be seen in Table 1.

Table 1. Type of Technology based on Agricultural Subsystem

Sub System Type of Technology
Upstream Digital-twin (Mengi et al., 2024; Tasic & Cano, 2024; Xinhua et al., n.d.);
system genomic optimization (Mengi et al., 2024); smart farming with [oT, block chain,

and sensors (Khandelwal et al., 2021; Rahman et al., 2023; Shao et al., 2023);
artificial intelligence (Monteiro & Barata, 2021; Siropyan et al., n.d.); deep
learning (Xia et al., n.d.); robots (Javaid et al., 2022; Peteinatos et al., 2020;
Popescu et al., 2022); agricultural automation (Xia et al., n.d.); greenhouse
monitoring, drone-based crop imaging (Misra et al., 2022); Artificial Neural
Networks (ANNSs) (Peteinatos et al., 2020); and image processing (Frikha et al.,
2023).

On Farm Sensors, automatic machines, digital applications (Popescu et al., 2022); IoT
(Adhitya et al., 2020; Frikha et al., 2023; Javaid et al., 2022; Karras et al., 2022;
Prakash et al.,, n.d.), block chain, big data, computer utilization on grain
production, deep learning, artificial intelligence (X. Du et al., 2023; Javaid et al.,
2022; Monteiro & Barata, 2021; Peteinatos et al., 2020; Siropyan et al., n.d.;
Xinhua et al., n.d.); virtual and augmented reality (Javaid et al., 2022); digital
phenotyping in poultry (Issa et al., 2024); digital cameras (Peteinatos et al.,
2020); intelligent farm machines (Misra et al., 2022).

Down stream Digital technology (Abdullayev et al., 2023); digital twin (Henrichs et al., 2022);
system 3D food printing, thermal and nonthermal food processing (Manaf & Yusof,
2021); Warehouse Receipt System (WRS) with blockchain (Shao et al., 2023);
IoT-based load cell sensors (Saputra et al., 2022); agricultural machinery (He &

Xiong, 2023).
Marketing Internet-of-Agro-Things (IoAT) for delivered supply chain statistics temperature
system and humidity data (Vangipuram et al., 2023); application (Acharya et al., 2024;

Conti, 2022; Shrivastava & Pal, 2019); NFC (Conti, 2020, 2022; Latino et al.,
2022a); logistics circulation systems (Lei et al., 2023), decision support system
(Arduin & Saidi-Kabeche, 2022; D’Oronzio & Sica, 2021; Yusianto et al., 2020);
geographic information system (Arduin & Saidi-Kabeche, 2022; Yusianto et al.,
2020); smartphone application (Arduin & Saidi-Kabeche, 2022); block chain
(Valencia-Payan et al., 2023); sensors (Xu et al., 2023); data analytics (Scuderi
et al., 2022; Xu et al., 2023); e-commerce (Chaudhary & Suri, 2021; Csordas
et al., 2022; X. Du et al., 2023; Guo et al., n.d.; Nurhayati et al., 2024; Yan,
2024); cold storage (Zielinska-Chmielewska et al., 2021); machine learning
(Addou et al., 2024; Ancin et al., 2022; Quadras et al., 2023; Shrivastava &
Pal, 2019); smart contract (Addou et al., 2024; Goyal et al., 2023; Peng et al.,
2022; Valencia-Payan et al., 2023; C. Yang & Sun, 2020); IoT (Addou et al.,
2024; Ancin et al., 2022; Brassesco et al., 2022; Cook et al., 2022; Goyal et
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al., 2023; Ibrahim et al., 2020; Kamble et al., 2022; Karunanayaka et al., n.d.;
Keates, n.d.; Khandelwal et al., 2021; Latino et al., 2022b; Lumbantobing et
al., 2023; Madumidha et al., 2019; Misra et al., 2020; Ranganathan et al.,
2022; Senturk et al., 2023; Tasic & Cano, 2024; Valencia-Payan et al., 2023;
Yusianto et al., 2020).

Supporting
system

Cloud/edge computing (Ancin et al., 2022; Bergier et al., 2021; Z. Du et al., 2020;
Latino et al., 2022a; Nesterenko et al., 2020; Ranganathan et al., 2022); platform
agricultural supply chain finance (Zheng et al., 2020), digital finance (Huang &
Nik Azman, 2023; Parlasca et al., 2022); digital payment (Quayson et al.,
2020a); platform (Bai & Wang, n.d.; Bergier et al., 2021; EYu, 2020; Fortunato
et al., 2021; Ibrahim et al., 2020; Piantari et al., 2020; Ramachandran et al.,
2021a; Rivza et al., 2019; Saini et al., 2023; Zheng et al., 2020); website
(Alkahtani et al., 2021; Rai et al., 2024); block chain (Addou et al., 2024;
Alkahtani et al., 2021; Ancin et al., 2022; Bonetti et al., 2024; Chen et al.,
2021; Z. Du et al., 2020; Khan et al., 2022; Khandelwal et al., 2021; Latino et
al., 2022a; Madumidha et al., 2019; Malik et al., n.d.; Nagariya et al., 2022;
Patel et al., 2024; Premchandran & Batchu, 2023; Quayson et al., 2020a;
Ramachandran et al., 2021a; Saji et al., 2020; Saranya & Maheswari, 2022;
Shahid et al., 2020; Shrivastava & Pal, 2019; Thakare et al., n.d.; Thume et al.,
2022; Udalov et al., 2023; Xu et al., 2023; C. Yang & Sun, 2020); smart contract
(Goyal et al., 2023; Peng et al., 2022; C. Yang & Sun, 2020); IoT (Panigrahi et
al., 2024); digital twins (Gallego-Garcia et al., 2022); ethereum (Lou et al.,
2023); digital training (Quayson et al., 2020a); e-drones (Quayson et al., 2020b;
Shankar et al., n.d.); application (Sankpal et al., 2023); satellite monitoring (Lou
et al., 2023); artificial intelligent (Ahmadi & Jackson, n.d.; Ancin et al., 2022;
Holzinger et al., 2024; Misra et al., 2020; Rivza et al., 2019; Shankar et al.,
n.d.; Yusianto et al., 2020); website (Alkahtani et al., 2021; Rai et al., 2024);
Intelligent Spatial Decision Support Systems (ISDSS) (Yusianto et al., 2020);
automation (D’Oronzio & Sica, 2021; Rivza et al.,, 2019); data mining
technologies (Lumbantobing et al., 2023); precision livestock farming
technologies (Ahmadi & Jackson, n.d.); Smart Farming and Short Food Supply
Chains (SFSCs) (Lioutas & Charatsari, 2020); Smart Farming Technology (SFT)
(Giua et al., 2022), distributed ledger technology (Griffin et al., 2022); RFID,
NFC, QR codes (Latino et al., 2022a).

In the upstream subsystem, the use of technology is utilized to assist pre-production
activities such as land preparation, procurement of raw materials, preparation of agricultural
equipment and machinery, preparation of seeds, and so on. One of the technologies utilized is
a digital twin that helps model and optimize the cultivation process, such as selecting the best
varieties or setting optimal plant conditions, such as planting systems and planting patterns
(Tasic & Cano, 2024).

The use of technology in upstream subsystems will help farmers increase efficiency and
productivity through the allocation of appropriate input use, both in terms of quantity and
quality; cost savings and support sustainability due to optimization of input use; and assist
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farmers in decision-making system because the data they have is obtained in real-time (Tasic
& Cano, 2024; Udalov et al., 2023). The farm subsystem is the core of the agribusiness system.
Activities in the on-farm subsystem include production or cultivation activities, and resource
management to produce primary agricultural products. Technology in the on-farm subsystem
will assist in the management of the use of available resources so that it can produce optimal
production results. Technology in the on-farm subsystem will also help make cultivation
activities easier from planting until harvesting. The use of computers with several software can
be used to increase the efficiency and effectiveness of plant seed use (Chandio et al., 2024).
Sensors will help farmers record various production activities and IoT will provide information
according to the real time of the plant. Furthermore, Big Data can be used by farmers to predict
future trends and assist in making the right decisions (Javaid et al., 2022).

In the harvesting process, automatic machine technology such as automatic picking can
help farmers speed up the harvesting process which was previously done manually so that it
can save time and human energy. Automatic machines that are elaborated with deep learning
and Al are used to detect fruit conditions quickly and very accurately (Xia et al., n.d.). Such as
using a combine harvester to harvest rice that is ready to be harvested. The next subsystem is
the downstream subsystem, this subsystem is also known as the processing subsystem. This
subsystem includes processing activities from primary products to semi-finished or finished
products so that they have added value. Three-Dimensional (3D) food printing technology is
one of the technologies in the sophisticated downstream subsystem for designing food with
pre-loaded recipes and operated using computers, cellphones, or [oT (Manaf & Yusof, 2021).
3D objects appeared to have volume and depth, making them appear more real or realistic. A
warehouse receipt system (WRS) with blockchain technology is one of the breakthroughs in
digitalizing the warehousing system that contributes to the efficiency of resource allocation
because it can reduce transfer, shipping, and monitoring costs (Shao et al., 2023). IoT and
sensors can also be used in the warehousing system for measuring the weight and recording of
goods in the warehouse, thereby assisting in the inventory system in the warehouse (Saputra et
al., 2022).

The marketing subsystem includes the distribution process, logistics, promotion, and
sales of products from producers to consumers. Technology has generally been widely applied
to this subsystem, especially in the promotion and sales lines. The Internet-of-Agro-Things
(IoAT) in the marketing subsystem helps monitor and maintain the visibility of agricultural
products that are stored and shipped (Vangipuram et al., 2023). Another technology that can be
utilized is a smartphone with NFC technology that can be used to support traceability in the
supply chain and tends to be inexpensive (Conti, 2020, 2022; Latino et al., 2022). Furthermore,
the digital technology utilized in the marketing subsystem is e-commerce. Digital marketing
can increase marketing efficiency, market reach and marketing volume.

Another important subsystem in the agribusiness system is the supporting subsystem.
This subsystem supports the smooth running of activities in other subsystems. This supporting
subsystem includes financial institutions, education or training, policies, and research. The use
of technology in this supporting subsystem has grown rapidly in every field. Technology in the
financial sector has developed rapidly in supporting transfer transactions, payments, financing,
and investment. This technology can support the agricultural business system to access
financial, buying, and selling transactions such as mobile financial services, digital payments,
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and digital finance. Financial digitalization can increase financial inclusiveness and increase
agricultural business income (Huang & Nik Azman, 2023; Parlasca et al., 2022). Digitalization
has also entered the field of education and training which makes it easier for people from all
walks of life to gain insight and knowledge related to cultivation techniques, post harvest,
marketing, and current issues in agriculture (Quayson et al., 2020). Agricultural Supply Chain
Finance based on e-commerce can improve transaction transparency, improve the efficiency of
supply chain financing operations, and ensure the security of information for all parties in
logistics transactions, information flow, business flow, and capital flow based on e-commerce
platforms (Zheng et al., 2020). Overall, the most widely used types of technology are
blockchain, IoT, and platform technology (see Figure 4). These three technologies are most
frequently mentioned in articles related to the digitalization of technology in the agricultural
sector. These technologies are also applied in almost every agricultural subsystem and are
interconnected with each other. This shows that digital technology currently plays an important
role in supporting the progress and sustainability of the farming sector.

Machine Automation; 3 _Drone; 3

Learning; 3 Remote Sensing; 3 = Block chain
NFC: 4 Website; 3 . loT
Robot; 4 = Platform
Sensor; 6
= Al
Smart contract; 6 = Big Data

Application; 7 = Digital Twin

= Application
Digital Twin; 8 = Smart contract
= Sensor

= Robot

= NFC

= Website

Big Data; 9

Figure 4. Most Analyzed Technologies in Journals

[0T in the upstream subsystem is used to monitor soil conditions, weather, humidity, and
plant nutrient needs. This information can be used by Farmers in decision-making related to
the farming business. IoT and blockchain can be integrated into a digital twin for monitoring,
tracking, and optimizing productivity (Tasic & Cano, 2024). The application of blockchain in
the supply chain can increase transparency and traceability because all parties in the supply
chain can record, store, and view every activity in the supply chain (Goyal et al., 2023).
Blockchain technology is an important element in the modern agricultural system because this
technology can be relied on to store data, facilitate transactions, be timely, and increase trust
through transparency and traceability of data (Udalov et al., 2023). The food traceability system
must ensure food safety and quality control, enable authentication, fraud prevention, and
control by authorities, and increase consumer security and trust (Conti, 2022). Meanwhile,
digital platforms can integrate the use of technology into various agricultural product supply
chain activities so that they are easier for users to use.
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The application of digital technology in the agricultural sector has been implemented in
many countries. Of the 114 articles obtained, only 33 articles mentioned the name of the
country being studied (see Figure 5). The most studied countries are India, China, and Africa.
The three countries are more widely studied in the application of digital technology in the
agricultural sector because they are influenced by government policy factors, infrastructure
conditions, demographic conditions public awareness, and support for capacity building. The
governments in each country also have policies that support the application of digital
technology such as support for infrastructure and smart technology in China, the integrated
national program eNAM (Electronic National Agriculture Market) in India, and support for
collaboration between African governments and organizations to attract investment. The
technological infrastructure and internet penetration in India and China have been quite high,
evenly distributed, and affordable. The Chinese government is actively providing assistance
and capacity building to increase technology adoption at the farmer level. Likewise, young
farmers in Africa tend to have adopted technology and have better digital literacy.

The use of technology in Indonesia is only discussed in one article. This shows that the
use of digital technology in the agricultural supply chain in Indonesia has not been widely
implemented or may not have been widely studied by researchers or academics. The low
utilization of digital technology in Indonesia is thought to be due to the uneven distribution of
digital infrastructure, low digital literacy among farmers, suboptimal government policies and
support, and social and cultural factors that often hinder technology adoption.The topic of study
related to the digitalization of the agricultural supply chain specifically in several countries that
have not been studied much, especially in developing countries such as Indonesia, is an
interesting research opportunity to be studied in the future. Developing countries may face
obstacles in implementing this system due to limited resources (Ramachandran et al., 2021).

Figure 5. Countries studied in the article
Risk Mapping

The main challenge the agricultural sector faces is making the right decisions under uncertain
conditions. Every activity in the agricultural supply chain contains risks and uncertainties.
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Climate conditions, land, and other production factors often contain risks faced in the upstream
and on-farm subsystems. Meanwhile, market conditions and political-economic stability are
generally risks in the downstream and marketing subsystems (Zhai et al., 2023). Therefore,
risks need to be identified early on to determine the severity of the risk event and the chances
of it occurring in the supply chain (Indrasari et al., 2024). The use of technology in the supply
chain certainly also has the potential for risks that can disrupt activities in the agricultural
supply chain. So it is necessary to know what risks are likely to arise from the use of this digital
technology.

This article tries to identify the risks of technology in the supply chain based on the SLR
article data search. There are not many articles that discuss the risks of supply chain technology.
The search results from the articles used as SLR data found only four articles that reviewed the
risks in them.

Table 2. Risk Mapping Results Reviewed in the Journal

Risk Types of Risk Forms of Risk
Classification
Risiko Teknologi ~ System Operation Risks Error in system operation

(Gallego-Garcia et al., 2022)

Technical risks (Gallego-Garcia Cyber attack, system failure
et al., 2022; Zheng et al., 2020)

Regulatory and Regulatory risk weak supervision of digital systems
Reputational (Ramachandran et al., 2021a;  from a legal perspective,
Risks Zheng et al., 2020; Zscheischler differences in regulations between
et al., 2022) countries/regions
Reputational risk influence of reputation of
(Ramachandran et al., 2021) producing country/institution
System Risk Data security and privacy risks data leak, data misuse

(Ramachandran et al., 2021;
Zscheischler et al., 2022)

Credit risk (Zheng et al., 2020)  Misuse of funds, data, or default

Cultural Risk Technology adoption risks The erosion of conventional
(Zscheischler et al., 2022) agricultural techniques
Cultural risk (Gallego-Garcia et The erosion of local community
al., 2022; Zscheischler et al., culture
2022)

Technology offers transparency of data and information, but every data and information
recorded in the system depends on the data quality entered into the system. So inaccuracies and
errors in data in the system can have an impact on decisions made by the system to be wrong
or inappropriate (Ramachandran et al., 2021). Therefore, in quantitative research, good and
correct data becomes an important factor in implementing digitalization technology. Good data
must be in accordance with formal legal regulations, in accordance with social and life ethics,
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and in accordance with professional ethics. Meanwhile, correct quantitative data is valid,
representative and generalizable data.

Technical risks in supply chain technology can occur due to vulnerable network systems
and low quality of human resources (HR) professionals. Hacked or disrupted network systems
can cause system operations to be hampered and have an impact on economic losses. Likewise,
if there is an error in the operator's human resources (HR), it can cause system failure and even
data misuse and credit failure (Zheng et al., 2020). The rapid development of technology is
often not accompanied by changes in the regulations that govern it. So chaos may occur in
industries that use technology because technology producers set their policies for unilateral
benefit and can also violate the rights of other parties (Zheng et al., 2020). Each country has
different standards and regulations related to food safety and biosecurity. So regulatory
harmonization is needed by the WTO to overcome this. In an automated system, a company's
identity and reputation are used as the basis for decision-making for the level of inspection. If
this reputation system is not managed properly or can be manipulated, then unfairness can
occur in the compliance process (Ramachandran et al., 2021a). Regulatory risk occurs because
rapid technological developments are often not accompanied by existing regulations to regulate
them. So that technology companies can enter and monopolize the market (Zscheischler et al.,
2022).

Mastery of technology is generally controlled by large companies so that data security
and privacy are at risk of being misused or even traded. In addition, this also reduces its
sovereignty over the data it owns (Zscheischler et al., 2022). Some companies also have
concerns about sharing their production data with the government and competitors
(Ramachandran et al., 2021a). Digital Twin relies on high connectivity through the Internet of
Things (IoT), cloud computing, and big data analytics. This increases the risk of cyberattacks
and data leaks that can compromise agricultural operations (Gallego-Garcia et al., 2022). The
use of technology can have an impact on changes in agricultural techniques and local culture,
resulting in changes in land structure and use, changes in resources, disruption of ecological
balance, and reduced biodiversity (Zscheischler et al., 2022). The use of technology on the
agricultural side is often hampered by the lack of adequate technological infrastructure by
farmers. In addition, the adoption of technology by farmers is also often hampered by culture
in the agricultural sector. Therefore, the agricultural sector tends to be slow in adopting new
technologies (Gallego-Garcia et al., 2022). This study presents potential technologies that can
be utilized in the agricultural sector and can then be studied further for application in
agricultural systems in other countries. Further research on the future challenges of
implementing technology in this agricultural system and upstream-downstream supply chain
systems.

CONCLUSION AND RECOMMENDATION

The application of digital technology in the agricultural supply chain is growing, with the
highest publication trend in 2022. The digitalization of the agricultural supply chain involves
various technologies, including Smart Farming, blockchain, the Internet of Things (IoT),
digital platforms and e-commerce, which are applied in many subsystems such as upstream,
on-farm, downstream, marketing, and support.
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Digital technology provides benefits in increasing the efficiency, productivity,
transparency, and sustainability of the agricultural sector. However, its application in
developing countries, including Indonesia, is still limited and has not been widely studied in
research. Some of the main challenges in implementing this digital technology include
operational risks, regulations, data security, and adoption of culture and infrastructure.

This study identified several risks faced such as cyber-attacks, system failures, weak
regulations, and impacts on local agricultural culture. Risk mitigation strategies and regulatory
harmonization are needed to ensure the sustainability of digital technology systems in the
agricultural supply chain. The digitalization of the agricultural supply chain has great potential
to increase the efficiency, productivity and competitiveness of the agricultural sector but
requires a strategic approach to its implementation that considers risk factors and infrastructure
readiness and still maintain local culture.
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